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Remote desktop access

To a windows machine

The protocole used is RDP (Remote Desktop Protocole). It has to be enabled first on the remote
machine.

From a windows machine

We use the build in windows application “Remote desktop” to connect to the remote machine. If you
are connected through the IGE network, it easy: just but the correct credential.

If you are outside the IGE, it's a bit more tricky because you need first to setup a SSH tunnel and use
it.

Setting up the SSH tunnel

Open Putty, then configure it as follows:

e Session:
o Hostname: ssh.ige-grenoble.fr
o Port: 22
o Connexion type: ssh
o Give it a name and save it, for instance ssh_tunnel
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e Connexion > SSH > Tunnel:

o Source port: 12345 (can be almost everything, but remember it)
o Destination: <ip of the machine>:3389 The port 3389 is the default one use by RDP

o Click Add
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g PuTTY Configuration 'y X
Category:
- Temminal al Options controlling S5H port forwarding
' E"““ﬂ Port forwarding
- Features [ Local ports accept connedtions from other hosts

G- Window [[] Remote ports do the same (55H-2 only)

L. Appearance Forwarded ports: Remove
Behaviour - ;
Translation L12345 152.77.131.183:3389

- Sebaction
- Colours
i Co . Add new forwarded port:
ar Socapet ||
Telnet Destiruation |
- Rlogin (®) Local () Remote () Dynamic
- 55H () Auto ][] ) IPvE
(- Auth
b= TTY
i 211
i~ Turnels
Ms L
About Help Open Cancel
e Session:
o Resave it :)
o Click Open
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It then ask for your credential to connect to the ssh.ige-grenoble. fr passerelle. It's your
IntraGere login/password.
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Once logged in, your SSH tunnel is up ! Do not closed the windows !

Setting up the remote access

e Launch the Desktop remote access application.
e Fill the computerto 127.0.0.1:12345 (i.e. localhost and whatever was your port in the

previous part)

¢ Click Connexion

]
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Tada! Now fill the correct credential to log on the machine.
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Sécunté Windows W

Entrer vos informations d’identification

Ces informations d'identification seront utilisées pour vous
connecter a 127.0.0.1.

Mot de passe

Domaine : OSUG-FD

D Mémariser mes informations

Autres choix

6 OSUG-FDh\webersa

9 Utiliser un autre compte

oK Annuler

From a linux machine

SSH is handle way more easily in linux... Also, the dedicated software for remote access is Remmina.
So first install remmina :

sudo apt install remmina

Remmina support different protocols, including RDP to connect to a windows machine, but you may
need to install it:

sudo apt install remmina-plugin-rdp

Launch Remmina and create a new profile:
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Enter the disired Name / Groupe, and the correct IP address, User name, Password and Domain

Profile

TR TTRTRN]

Go to the SSH tunnel tab, and click on

Enabled SSH tunnel

Custom: ssh.ige-grenoble.fr

Username: your IntraGere username

Select “Password” for the authentification (or set up your ssh profil)
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Profile

Marme I
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Fre Command

Post Command

B Enable 554 tunnel Tunnel via loopback address

Same server at port 22
O Custom ssh.ige-grenoble.f

haracter set

55H Authentication
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Cancel Save as Default Save

Save it, then double click on the profile to open the connexion.

- Remmina Remote Desktop Client

ROP =

Mame ~ Group Server Plugin Last time used

IGE 152.77.131.183 ROP 2020-03-13 - 15:23:32

Connect

Tatal 1 item.
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